Aloaha free Class 1 Certificate installation instructions

Aloaha Software offers on http://pki.aloaha.com free Class 1 digital certificates for
everyone. The Aloaha “Benutzerzertifikat” is an encryption and signature certificate
and can be used in standard software such as Microsoft Office, Microsoft Outlook,
Aloaha PDF Suite and Crypter.
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With pressing submit your Aloaha Certificate account is being created. Please note
that you will automatically subscribed to the Aloaha news list. To unsubscribe the
Aloaha list just send an email unsubscribe to news@aloaha.com. To subscribe
manually please send an email to news@aloaha.com with subject subscribe.

The Aloaha Certificate Authority will now send you an email with your Aloaha
username and password. Please keep that email at a secure place. In case you
every loose your password contact the Aloaha support department.
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Download and install the Aloaha Class 1 digital Certificate in your
local current user store!

After you logged in to http://pki.aloaha.com/certsrv/certrgbi.asp?type=0 with your
credentials you will see the following screen.
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Benutzerzertifikat - Identifying Information

Mo further identifying information is required. To complete your certificate, press submit.
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Just press “Submit” to install a standard “Benutzerzertifikat/Usercertificate” on your
machine. In case you need other options like writing it to a SmartCard or you need to
make the certificate non exportable please click “More Options”

You need to confirm the following popup window with “Yes” to continue
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This Weh site is requesting a new certificate on your behalf. You should allow only brusted Web sites to request a
! certificate For you,

Do wou wank to request a certificate now?

A click on “Install this Certificate” will install the Aloaha Class 1 Certificate on your

machine (current user store) so that it can be used by Mail Applications, Aloaha and
other default applications.
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This \eb site is adding one or more certificates to this computer, Allowing an untrusted Weh site to update vour
! certificates is a security risk. The \Web site could install certificates you do not brust, which could allow programs that
wou do not trust ko run on this computer and gain access to your data.

Do wou want this program ko add the certificates now? Click Yes if you trust this Web site, Otherwise, click Ma,
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Configure the Aloaha Class 1 Certificate to be used in the Aloaha
PDF Suite

Configuration of digital certificates is pretty easy in the Aloaha PDF Suite. Just right
click on the Aloaha System Tray Icon and choose settings. Then configure your
Aloaha according to the screenshots below.
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Configure the free Aloaha Class 1 Certificate to be used in
Microsoft Outlook

If the email address of your Aloaha Certificate matches the email address of at least
one of your Outlook account you can use the Aloaha Certificate in Outlook to digitally
sign and encrypt emails. Please open the Outlook options from the Tools Menu and
follow the steps below.
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Preferences I Mail Setup | Mail Farmat I Spelling  Security IOther | Delegates |

Encrypted e-mail

9 8 ™ Encrynt contents and attachments For oUEqaiNg messages:
ﬁ [ add digital signature ko outgoing messages
¥ send clear text signed message when sending signed messages
¥ Request S/MIME receipt for all S/MIME signed messages

Default Setting:  |aloaha | sstings...

Security Zones
’ Security zones allow you bo cuskomize whether scripts and ackive

O pe n th e “SeCU I’Ity” Ta b as Sh own at th e cankent can be run in HTML messages.
I’Ig ht Slde . Zarniz Ie Restricted sites 'I Zone Setkings... |

Download Pictures

Change Automatic Download Settings. .. |

Digital IDs (Certificates)

Digital IDs or Cerbificates are documents that allow you ko prove your
identity in electranic transactions,

Publish to GAL. .. | Import/Export... | (Get a Digital 1D, |
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Security Setting Preferences

Security Settings Mame:
I bilnaha

L L

Cryptography Format: IS,I'MIME

¥ Default Security Setting For this cryptographic message Format
v Defaulk Security Setting For all cryptographic messages

Now press the Settings Button to securtyLabels.., | New Delete | Fassward.. |

configure/choose your digital Aloaha T T —

Certificate. Sigring Certificate: ISteFan Engelbert Chaose... |
Hash Algarithm: |sHa1 ka|
Encryption Certificate: ISteFan Engelbert Choose... |
Encryption Algotithrn: IRCZ (128-bit) j

¥ Send these certificates with signed messages

x|

Once you press OK you are ready to digitally sign and/or encrypt your emails!
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Configure the free Aloaha Class 1 Certificate to be used in
Microsoft Outlook Express

To be able to use the Aloaha Certificates in Outlook Express please start Outlook
Express and choose Tools/Accounts from the Menu

Browse to the “Mail” Tab and double click on that account which uses the same
email address as your digital Aloaha Certificate.
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Signing certificate

Select the zigning certificate below. Thiz will determine the digital
|0 uged when zigning meszsages with this account.

Certificate: |lzers i Gelect..

Encrypting preferences

Select the encyption certificate and algornithm. These are
included with your digitally zigned messages g0 others can zend
enciypted mail to pou with theze setlings.

Certificate: ILlsers Select... |

Mlgorithrn:  |RC2 (128 =

(] Cancel &pply

Under the “Security” Tab you can now choose and configure your digital signatures to be
used in Outlook Express.
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Export a digital Certificate incl. private key to a .pfx file

It depends on the initial installation of your certificate if it is exportable or not. In case it is

exportable you can open the Windows Certificate Manager to export your certificate to a pfx

file.

Open the Certificate Manger from the command prompt with the command certmgr.msc
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Right click on the certificate to be exported and choose “All Tasks/Export”

Cettificate Export Wizard

Export Private Key

‘You can choose to export the private key with the certificate,

3| Wl Certificate Export Wizard

Export File Format

Certificates can be exported in a variety of file formats,

Private keys are password pratected. TF you want to export the private key with the

certificate, you must type a password on a later page.

Do wou want ko expart the private key with the certificate?

" M, do not export the private key

Select the Farmat you want ta use:
{* DER encoded binary 2,500 (, CERY
| Base-64 encoded ¥,509 {, CER)
| Cryptographic Messane Syntax Standard - PKES #7 Certificates {,P7E]

I™ | Include &l certificates in the certification path if possible

 Personal Infarmation Exchange - PKCS #12 { PR)

¥ Include all certificates in the certification path if possible:

™ Enable strong protection (requires IE 5.0, NT 4.0 5P4 or above)

I Delete the private key if the export is successful
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Choose a secure password to make sure that the private key of the pfx file is

properly protected!
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